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QUESTION 1 
Which type of authentication server could an engineer configure in order to provide the use of RSA 
token authentication as a permitted authentication method to access a AAA Virtual Server? 
 

A. LDAP 

B. SAML 

C. RADIUS 

D. Negotiate 

 
Answer: C 
 
QUESTION 2 
A company wants to implement a policy where all passwords should be encrypted while transiting 
the network. Where in the GUI would the network engineer prevent access to unsecured 
management protocols? 
 

A. Network -> IPs 

B. System -> Auditing 

C. AppExpert -> Pattern Sets 

D. Protection Features -> Filter 

 
Answer: A 
 
QUESTION 3 
Scenario: 
The NetScaler is configured with a NSIP of 10.20.30.40. Management access is NOT enabled on 
any other IP address. Which command should an engineer execute to prevent access to the 
NetScaler using HTTP and only allow HTTPS access? 
 

A. set ns ip 10.20.30.40 -gui disabled -telnet disabled 

B. set ip 10.20.30.40 -gui secureonly -mgmtaccess enabled 

C. set ip 10.20.30.40 -mgmtaccess disabled -gui secureonly 

D. set ns ip 10.20.30.40 -gui enabled -restrictAccess enabled 

 
Answer: B 
 
QUESTION 4 
Company policy states that all passwords should travel the network in encrypted packets except 
SNMP. Which command should the network engineer execute to comply with this policy? 
 

A. set ns ip 10.20.30.40 -ssh disabled -telnet disabled -gui enabled 

B. set ns ip 10.20.30.40 -telnet disabled -gui secureonly -ftp disabled 

C. set ns ip 10.20.30.40 -mgmtaccess disabled -restrictaccess enabled 

D. set ns ip 10.20.30.40 -gui secureonly -ssh enabled -restrictaccess enabled 

 
Answer: B 
 
QUESTION 5 
Scenario: 
The IT department in an organization manages servers and network devices from an internal 
management subnet. A Netscaler device has recently been installed into the DMZ network. The 
intranet firewall allows TCP 443 from the management subnet to the Netscaler device. How could 
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the engineer ensure that only workstations in the management network are permitted to manage 
the Netscaler? 
 

A. Create an Extended ACL based on the source IP address. 

B. Create a restricted route from the internal network to the DMZ. 

C. Enable the management access control option on the NSIP address. 

D. Enable the management access control on the internal SNIP address. 

 
Answer: A 
 
QUESTION 6 
Scenario: 
An engineer has three subnets configured on a NetScaler appliance. The engineer must only allow 
a certain group of users to access a virtual server on the appliance. The IT Manager requires that 
all rules are flexible and can be easily modified for ease of administration. How could the engineer 
allow certain groups to access the virtual server while still being able to modify the setting in the 
future? 
 

A. Add a Simple ACL. 

B. Disable USNIP Mode. 

C. Create an Extended ACL. 

D. Add a Host Route to the virtual server. 

 
Answer: C 
 
QUESTION 7 
A network engineer needs to configure load balancing for an FTP site. Which type of session 
persistence method can the engineer select for this scenario? 
 

A. Rule 

B. Source IP 

C. Cookie Insert 

D. Custom Server ID 

 
Answer: B 
 
QUESTION 8 
Scenario: 
Example.com runs a dating service site that provides a service with videos of candidates. They 
want to use RTSP load balancing to stream the videos more effectively. Which load balancing 
method should the engineer select? 
 

A. Least packet 

B. Round Robin 

C. Least bandwidth 

D. Least connection 

 
Answer: C 
 
QUESTION 9 
A network engineer wants to configure a NetScaler for load balancing Voice over IP traffic (VoIP). 
Which hash method is the best fit for VoIP traffic? 
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A. Call ID 

B. Source IP 

C. Destination IP 

D. Domain name 

 
Answer: A 
 
QUESTION 10 
Scenario: 
A company has three HTTP servers that are load balanced using NetScaler. When users connect 
to the HTTP application they often receive inconsistent data or are advised that they need to log 
on again. Which step should the engineer take to correct this? 
 

A. Remove Down State Flush. 

B. Change the idle timeout value for the service. 

C. Configure persistence with appropriate timeouts. 

D. Change the global TCP Client Idle Time-Out value. 

 
Answer: C 
 
QUESTION 11 
Scenario: 
A network engineer has configured a load balancing virtual server for an HTTP application. Due to 
the application architecture, it is imperative that a user's session remains on a single server during 
the session. The session has an idle timeout of 60 minutes. Some devices are getting inconsistent 
application access while most are working fine. The problematic devices all have tighter security 
controls in place. Which step should the engineer take to resolve this issue? 
 

A. Set the cookie timeout to 60 minutes. 

B. Configure a backup persistence of SourceIP. 

C. Change the HTTP parameters to Cookie Version 1. 

D. Utilize SSL offload to enable the application to use SSL. 

 
Answer: B 
 
QUESTION 12 
Scenario: 
An application that uses HTTP for connections and other protocols for different types of content 
has been deployed. Load balancing virtual servers have been created for each protocol and the 
engineer now needs to ensure that once a load balancing decision has occurred, further requests 
for different content are served from the same server. How could the engineer achieve this? 
 

A. Create a persistency group. 

B. Set the Spillover method to DYNAMICCONNECTION. 

C. Add a new virtual server for each protocol that is not directly addressable. 

D. Set each virtual server to use Source IP Hash as the load balancing method. 

 
Answer: A 
 
QUESTION 13 
Scenario: 
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A network engineer has configured an HTTP application to be load balanced using a virtual server 
named Svr1. Users have reported intermittent errors and the engineer has been given the client IP 
address of an affected user and asked to determine which back end service they are connected to. 
Using the command-line interface, how could the engineer find this information? 
 

A. Show lb vServer Svr1 

B. Show system session 

C. Show lb vServer Svr1 -Summary 

D. Show lb persistentSessions Svr1 

 
Answer: D 
 
QUESTION 14 
Scenario: 
The network engineer has created a monitor and bound it to a service group containing four web 
servers to verify that the web application responds. During routine maintenance one of the web 
servers is shut down; however, the server state remains UP and user requests are still attempting 
to communicate with the server. What could be causing this problem? 
 

A. The server has been disabled. 

B. The monitor is not bound at the correct bind point. 

C. Health monitoring is disabled for the service group. 

D. The NetScaler configuration has not been saved since before the monitor was bound. 

 
Answer: C 
 
QUESTION 15 
Scenario: 
An engineer is configuring services to allow load balancing of backend web servers on the internal 
network. The engineer bound multiple monitors to the first service, but notices that the service is 
reporting as DOWN. The monitor threshold default has NOT been changed. What could be causing 
this issue? 
 

A. The service type is HTTP. 

B. One of the monitors' tests is failing. 

C. Some of the monitors have a higher weight. 

D. The monitors are both reporting an UP status. 

 
Answer: B 
 
QUESTION 16 
Scenario: 
A NetScaler engineer configured a service and server for RADIUS authentication. To ensure that 
the RADIUS service is available and responding to authentication requests, the engineer has added 
the NetScaler built-in monitor to the service. On inspecting the RADIUS service the engineer 
notices it is marked as DOWN. What could be causing this issue? 
 

A. The built-in monitor has been changed. 

B. RADIUS accounting must be enabled under the server. 

C. There is no built-in monitor available to monitor RADIUS. 

D. The NetScaler-owned IP address has not been added to the RADIUS database. 
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Answer: D 
 
QUESTION 17 
Scenario: 
An engineer has configured a virtual server that users access using HTTP port 80. The web 
application also uses TCP port 81 and 8080 for non-user access. The engineer would like to prevent 
users from connecting to web servers if any of the ports go down. How should the engineer set this 
configuration to ensure service availability? 
 

A. Increase the monitor threshold. 

B. Lower the server timeout value. 

C. Create additional virtual servers for ports 81 and 8080. 

D. Create monitors for ports 81 and 8080, and bind to the service or service group. 

 
Answer: D 
 
QUESTION 18 
What should a network engineer configure to set high availability for a load balanced virtual server? 
 

A. Session persistence 

B. A backup virtual server 

C. Load balancing policies 

D. Load balancing Services 

 
Answer: B 
 
QUESTION 19 
Scenario: 
A NetScaler engineer is adding a new SSL certificate to a NetScaler device. During the process 
the engineer receives an error message: 
"Certificate with key size greater than RSA512 or DSA512 bits not 

supported."  

The same process has been followed previously on the same model of NetScaler successfully. 
What is the likely cause of this error? 
 

A. The certificate hostname is invalid. 

B. RSA authentication has been added to the VIP. 

C. The NetScaler has not been licensed correctly. 

D. The CSR has not been submitted to the certificate authority. 

 
Answer: C 
 
QUESTION 20 
Scenario: 
A network engineer needs to generate a certificate on the NetScaler appliance. The environment 
requires a private key with 4096-bit encryption. To generate a new SSL certificate from a NetScaler 
Appliance, the engineer must first create ____. (Choose the correct option to complete the 
sentence.) 
 

A. CSR 

B. DSA key 

C. RSA key 
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D. Diffie-Hellman key 

 
Answer: C 
 
QUESTION 21 
Scenario: 
An engineer has configured an SSL virtual server and has bound a service group of type HTTP 
containing several servers. The service group is UP but the virtual server is in a DOWN state. The 
engineer has verified that the SSL feature is enabled. What should the engineer do to ensure that 
the virtual server shows as UP? 
 

A. Add a monitor that checks for HTTP. 

B. Change the service group to type SSL. 

C. Bind an SSL certificate to the virtual server. 

D. Configure the service group to use port 443. 

E. Change the monitor for a larger time out period. 

 
Answer: C 
 
QUESTION 22 
Users have reported that they are receiving a confusing error message related to SSL sessions 
when connecting from older browsers. How could the network engineer present this error to users 
in a customized format? 
 

A. Enable the SSL v2 protocol. 

B. Set a URL on the backup virtual server. 

C. Add a redirect URL to the virtual server. 

D. Configure SSL v2 Redirection for the virtual server. 

 
Answer: D 
 
QUESTION 23 
A network engineer must determine which SSL protocols are enabled on a virtual server named 
SSL01. Which command could the engineer run to see this information? 
 

A. Show ssl stats 

B. Show server SSL01 

C. Show vServer SSL01 

D. Show ssl vserver SSL01 

 
Answer: D 
 
QUESTION 24 
Scenario: 
When the NetScaler was set up, compression was enabled. The network engineer would like to 
disable compression ONLY for a particular virtual server. How could the engineer accomplish this? 
 

A. Uncheck Compression in the system basic features. 

B. Create a policy with a NOCOMPRESS action, bound to the global request point. 

C. Disable compression on the services or service groups bound to the virtual server. 

D. Create a policy with a NOCOMPRESS action, bound the virtual server Compression (request) point. 
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Answer: C 
 
QUESTION 25 
Which policy expression must an engineer use to enable compression for javascript files? 
 

A. HTTP.RES.BODY(0).CONTAINS("javascript") 

B. HTTP.REQ.BODY(0).CONTAINS("javascript") 

C. HTTP.RES.HEADER("Content-Type").CONTAINS("javascript") 

D. HTTP.REQ.HEADER("Content-Type").CONTAINS("javascript") 

 
Answer: C 
 
QUESTION 26 
The purpose of pre-fetch in integrated caching is to automatically ____. (Choose the correct option 
to complete the sentence.) 
 

A. refresh a cached object before expiring 

B. fetch objects from the forwarding cache before expiring 

C. retrieve all objects on a published website after a policy is applied 

D. retrieve an object in the expression from a website after a policy is applied 

 
Answer: A 
 
QUESTION 27 
Scenario: 
A network engineer has created two selectors to use to populate a cache group in integrated 
caching. One selector, "Hit," will determine what to add to the group. The other, "Inval", will select 
what should be invalidated. Which command should the engineer run to create the cache group? 
 

A. add cache contentgroup CacheGroup1 -hitParams Hit -invalParam Inval 

B. add cache contentgroup CacheGroup1 -hitSelector Hit -invalSelector Inval 

C. set cache contentgroup CacheGroup1 -hitParams Hit -invalParam Inval -type HTTP 

D. set cache contentgroup CacheGroup1 -hitSelector Hit -invalSelector Inval -type HTTP 

 
Answer: B 
 
QUESTION 28 
Scenario: 
An organization has recently been penetration-tested by a security company. The findings have 
indicated that the NetScaler device is responding to requests revealing web server information 
within the HTTP response headers. Which NetScaler feature can a network engineer use to prevent 
this information from being leaked to a potential malicious user? 
 

A. Rewrite 

B. Responder 

C. Web Logging 

D. URL Transformation 

 
Answer: A 
 
QUESTION 29 
A NetScaler engineer would like to present different web pages to a user based on the device and 
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browser type from which they are connecting. Which responder policy could assist with this 
requirement? 
 

A. HTTP.RES.URL.PATH 

B. HTTP.REQ.Host("Host") 

C. HTTP.RES.BODY(1024) 

D. HTTP.REQ.HEADER("User-Agent") 

 
Answer: D 
 
QUESTION 30 
A company has a new CEO and wants to update their website with the new CEO's name. What 
could the engineer do on the website while this modification is being made? 
 

A. Insert the new name on the header requests using Rewrite policies. 

B. Hide the current name on the header request using Rewrite policies. 

C. Delete the current name on the body response using Rewrite policies. 

D. Replace the current name on the body response using Rewrite policies. 

 
Answer: D 
 
QUESTION 31 
Scenario: 
Company Inc. wants to tag incoming requests with a header that indicates which browser is being 
used on the connection. This helps the server keep track of the browsers after the NetScaler has 
delivered the connections to the back end. The engineer should create ____ actions to ____. 
(Choose the correct set of options to complete the sentence.) 
 

A. rewrite; insert tags on the client header 

B. responder; separate the client requests 

C. rewrite; insert tags on the server response 

D. responder; filter the browser type on the client header 

 
Answer: A 
 
QUESTION 32 
Which step could a network engineer take to prevent brute force logon attacks? 
 

A. Enable the Rate Limiting feature. 

B. Enable the AAA Application feature. 

C. Configure the Access Gateway Policies. 

D. Configure the Cache redirection Policies. 

 
Answer: A 
 
QUESTION 33 
Scenario: 
A call center has deployed Access Gateway Enterprise to provide its employees with access to 
work resources from home. Due to the number of available licenses, only selected employees 
should access the environment remotely based on their user account information. How could the 
engineer configure access to meet the needs of this scenario? 
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A. Configure a Pre-authentication Policy. 

B. Configure an Authentication Server using a search filter. 

C. Configure an Authentication Policy using Client based expressions. 

D. Add the selected employee accounts to the Local Authentication policy. 

 
Answer: B 
 
QUESTION 34 
Scenario: 
A network engineer would like to prevent blacklisted remote clients from accessing NetScaler 
hosted application services. An IP address blacklist database is maintained by an external 
company and available to query over the Internet. The engineer would like to reject any connections 
from IP addresses that are contained in the blacklist. What could the engineer configure to achieve 
this goal? 
 

A. SSL offload 

B. HTTP callout 

C. URL transformation 

D. SSL certification revocation list check 

 
Answer: B 
 
QUESTION 35 
An engineer has bound three monitors to a service group and configured each of the monitors with 
a weight of 10. How should the engineer ensure that the members of the service group are marked 
as DOWN when at least two monitors fail? 
 

A. Re-configure the weight of each monitor to 0. 

B. Configure the service group with a threshold of 21. 

C. Configure the service group with a threshold of 20. 

D. Re-configure the weight of each monitor to 5, and configure the service group threshold to 15. 

 
Answer: C 
 
QUESTION 36 
An engineer is checking that ports are configured correctly between the NetScaler system and a 
back-end web server. Which command should the engineer use to test that the web server is 
responding on port 80? 
 

A. telnet webA.example.com 80 

B. telnet webA.example.com:80 

C. telnet webA.example.com port=80 

D. telnet webA.example.com -port 80 

 
Answer: A 
 
QUESTION 37 
How could a network engineer gather detailed network information? 
 

A. System node -> Diagnostics -> Call home 

B. System node -> Diagnostics -> Start new trace 

C. System node -> Diagnostics -> Show techsupport 
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D. System node -> Diagnostics -> Show running vs saved config 

 
Answer: B 
 
QUESTION 38 
An network engineer is asked to perform an export of the captured trace output files as requested 
by Citrix Tech support. In which directory could the engineer retrieve the captured log files in the 
NetScaler system? 
 

A. /var/log 

B. /var/nstrace 

C. /netscaler/log 

D. /nsconfig/trace 

 
Answer: B 
 
QUESTION 39 
An engineer has configured a DNS virtual server on a NetScaler appliance but the monitors are 
showing DOWN and DNS resolution is failing. Which of the following should the engineer check? 
 

A. Port 53 between the VIP address and the DNS servers is allowed 

B. That a ADNS_TCP service has been configured on the NetScaler 

C. That the load balancing feature has been enabled on the NetScaler 

D. Port 53 between the NSIP address and the DNS servers is allowed 

E. Port 53 between the SNIP address and the DNS servers is allowed 

 
Answer: E 
 
QUESTION 40 
Scenario: 
The network engineer is setting up a new NetScaler using a direct connection. Three networks are 
connected to the NetScaler. After initial configuration and restart, the engineer would like to confirm 
the routing table entries. From which location and which command should the engineer run to 
display the routing table? 
 

A. From the shell 'netstat -r' 

B. From the shell 'route monitor' 

C. From the command-line interface 'show pbr' 

D. From the command-line interface 'show route' 

 
Answer: D 
 
QUESTION 41 
A network engineer is troubleshooting a situation where ARP requests for IPs in other subnets (for 
example 10.192.12.80) are appearing in the 10.192.8.0/24 subnet. Which command could the 
engineer run on the NetScaler to verify IP to VLAN bindings? 
 

A. show ip 

B. netstat -r 

C. show arp 

D. show vlan 
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Answer: D 
 
QUESTION 42 
Scenario: 
A network engineer suspects that there is a duplex mismatch in the network configuration. The 
NSIP address is 10.10.1.206. How can the administrator verify the configuration in this scenario? 
 

A. Run the 'netstat -r' command. 

B. Run the show IP 10.10.1.206 command. 

C. Run the start nstrace -level 10 command. 

D. Check for the interface configuration in the GUI. 

 
Answer: D 
 
QUESTION 43 
Scenario: 
A user browses to a page and is presented with a warning that he is trying to enter a web site with 
an untrusted certificate. The network engineer had added the correct certificate to the SSL virtual 
server. What could be the cause of this issue? 
 

A. TLS is disabled on the virtual server. 

B. The certificate is not linked to the intermediate CA. 

C. The certificate has expired and needs to be renewed. 

D. The CA certificate has not been added to the SSL virtual server. 

 
Answer: B 
 
QUESTION 44 
A network engineer is trying to read a nstrace from the NetScaler but can only see encrypted traffic. 
Which file(s) are required to decrypt the network trace? 
 

A. The server certificate 

B. The servers root certificate 

C. The private key for the server certificate 

D. The private key for the server root certificate 

 
Answer: C 
 
QUESTION 45 
Scenario: 
A network engineer created an SSL virtual server and enabled smart card on it. The engineer tried 
browsing to the server and noticed the back-end system could NOT see the users certificates. What 
could be causing this issue? 
 

A. The SSL virtual server cannot forward a client certificate. 

B. The network engineer has not set smart card to mandatory. 

C. The SSL virtual server cannot use smart card authentication. 

D. The network engineer has not enabled SNI on the virtual server. 

E. The network engineer forgot to enable the SSL policy allowing smart card forwarding on the SSL virtual server. 

 
Answer: A 
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QUESTION 46 
A network engineer might choose to use SSL_Bridge instead of a SSL virtual server in order to 
____. (Choose the correct option to complete the sentence.) 
 

A. be able to decrypt the SSL traffic 

B. enable use of OCSP for revoked certificates 

C. pass user certificates to the back-end servers 

D. enable SSL server certificates on the service group 

 
Answer: C 
 
QUESTION 47 
Scenario: 
A network engineer has bound four policies to an HTTP virtual server as follows: 
-  PolicyA is bound with a priority of 10 and has the following expression: 

REQ.IP.SOURCEIP == 10.10.10.0  

-  PolicyB is bound with a priori ty of 15 and has the following expression: 

REQ.IP.SOURCEIP != 10.10.11.0  

-  PolicyC is bound with a priority of 20 and has the following expression: 

REQ.IP.SOURCEIP == 10.10.12.0  

-  PolicyD is bound with a priority of 25 and has the following expression: 

REQ.IP.SOURCEIP != 10.10.13.0  

When a connection is made from a PC with an IP address of 10.10.12.15, which policy will be 
applied? 
 

A. PolicyA 

B. PolicyB 

C. PolicyC 

D. PolicyD 

 
Answer: B 
 
QUESTION 48 
Scenario: 
A network engineer has bound four policies to a virtual server as follows: 
-  PolicyA has a priority of 10  

-  PolicyB has a priority of 20  

-  PolicyC has a priority of 30  

-  PolicyD has a priority of 0  

Which policy will be evaluated first? 
 

A. PolicyA 

B. PolicyB 

C. PolicyC 

D. PolicyD 

 
Answer: D 
 
QUESTION 49 
Scenario: 
An engineer has a NetScaler system with NSIP 192.168.10.1 with subnet mask 255.255.0.0. The 
company changed the IP network to use subnet mask 255.255.255.0. Which two commands could 
the engineer run to modify the subnet mask of the NSIP? (Choose two.) 
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A. ifconfig 

B. configns 

C. set ns ip 

D. add ns ip 

 
Answer: BC 
 
QUESTION 50 
Scenario: 
A network engineer is going to roll out an upgrade from a 9.x version on a standalone NetScaler 
appliance using the command-line interface. Which two items does the engineer need to download 
before proceeding with the upgrade? (Choose two.) 
 

A. SSL Certificates Files 

B. NetScaler Firmware File 

C. NetScaler Configuration File 

D. NetScaler Documentation File 

 
Answer: BD 
 
QUESTION 51 
Scenario: 
A network engineer needs to implement high availability (HA) for a pair of NetScaler appliances. 
The existing appliance was recently restarted and the new appliance has been rack mounted and 
turned on for several weeks waiting to be configured. The engineer needs to create an HA pair, but 
is concerned that his original appliance will get erased when the HA pair is created. Which two 
tasks could the engineer do before the creation of the HA pair to ensure that the exiting unit stays 
the main appliance? (Choose two.) 
 

A. Set StayPrimary on the existing node. 

B. Configure StaySecondary on the new node. 

C. Enable HA Sync before adding the second node. 

D. Create a Route Monitor to ensure proper synchronization. 

E. Ensure that INC mode is enabled during creation of HA Pair. 

 
Answer: AB 
 
QUESTION 52 
Scenario: 
A network engineer configured a new NetScaler MPX appliance without any VLANs and with a 
single interface connected to the network. The engineer has not completed any other configurations. 
The interface is then accidentally disabled and contact is lost with the appliance. Which two actions 
can the network engineer take to restore communications to the appliance? (Choose two.) 
 

A. Connect to the SNIP instead of the NSIP. 

B. Connect another of the unused interfaces. 

C. Use the serial port to connect and then bring the disabled interface online. 

D. Connect a crossover cable to port that has been disabled and connect to the NSIP. 

 
Answer: BC 
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QUESTION 53 
Scenario: 
A pair of NetScaler devices have recently been installed into the corporate DMZ. The Netscalers 
have been installed in two-arm mode, with two interfaces in a Internet-facing VLAN and two 
interfaces in the internal VLAN. A private management subnet also exists. The NetScaler engineer 
would like to secure and restrict communication between the management subnet and the SNIP 
address on that subnet. Which two actions could the engineer take to help with these goals? 
(Choose two.) 
 

A. Apply an ACL on the specified SNIP. 

B. Remove the ACL list to the internal VLAN. 

C. Remove the NSIP address from the Netscaler. 

D. Configure the SNIP with the -gui SECUREONLY option. 

 
Answer: AD 
 
QUESTION 54 
Which two of the following settings could be configured using a TCP profile that is bound to a 
service? (Choose two.) 
 

A. TCP buffer size 

B. Window scaling 

C. TCP Server time-out values 

D. Source IP for specific subnet 

E. Allowed bandwidth throughput 

F. Number of max concurrent TCP connections 

 
Answer: AB 
 
QUESTION 55 
Scenario: 
The NetScaler has been connected to two external networks provided by different Internet service 
providers(ISPs). Dynamic routing is not enabled. Traffic is expected to use the first ISP (through 
the 10.50.1.1 router) if possible and the second, slower ISP (through the 10.51.1.1 router) only if 
the Primary ISP fails. Which two commands could the network engineer execute to configure the 
routes? (Choose two.) 
 

A. add route 0.0.0.0 0.0.0.0 10.51.1.1 -cost 10 -monitor arp 

B. add route 0.0.0.0 0.0.0.0 10.50.1.1 -cost 5 -monitor PING 

C. add route 0.0.0.0 0.0.0.0 10.50.1.1 -cost 15 -msr ENABLED 

D. add route 0.0.0.0 0.0.0.0 10.51.1.1 -cost 3 -monitor PING-DEFAULT 

 
Answer: AB 
 
QUESTION 56 
When binding a certificate to a virtual server, which two certificate formats are supported by 
NetScaler? (Choose two.) 
 

A. P7B 

B. PFX 

C. PEM 

D. DER 
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Answer: CD 
 
QUESTION 57 
Scenario: 
A network engineer plans to configure an Active Directory Server as the default authentication for 
a NetScaler deployment and provide users with the option to change their password if it is expired. 
Which two actions should the engineer take to configure this authentication requirement on the 
NetScaler system? (Choose two.) 
 

A. Configure a pre-authentication policy. 

B. Select security type as SSL on Authentication policy. 

C. Configure Authentication server with SSO name attribute. 

D. Configure Authentication server with allow Password change option. 

 
Answer: BD 
 
QUESTION 58 
When configuring NetScaler authentication to access a web site, which two things should a network 
engineer verify in the environment? (Choose two.) 
 

A. AAA is enabled. 

B. One DNS server exists. 

C. A Keytab file is available. 

D. An authentication virtual server exists. 

E. A traffic management virtual server exists. 

 
Answer: AD 
 
QUESTION 59 
During a recent security penetration test, several ports on the management address were identified 
as providing unsecured services. Which two methods could the network engineer use to restrict 
these services? (Choose two.) 
 

A. Configure Auditing policies. 

B. Create Content Filtering policies. 

C. Create Access Control Lists (ACLs). 

D. Configure options on the Management IP addresses. 

 
Answer: CD 
 
QUESTION 60 
Scenario: 
A NetScaler engineer has received an SSL certificate and bound it to the vServer. However, users 
are unable to browse to the website using HTTPS. When the NetScaler engineer browses to the 
site using HTTPS, the engineer notices that the certificate chain is incomplete. Which two steps 
should the administrator take to fix the virtual server? (Choose two.) 
 

A. Generate a new CSR. 

B. Install a new Certificate Authority (CA). 

C. Install the Intermediate Certificate from the CA. 

D. Link the Intermediate Certificate to the virtual server. 
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E. Link the SSL Certificate to the Intermediate Certificate. 

 
Answer: CE 
 
QUESTION 61 
Scenario: 
A network engineer has created an SSL offload virtual server. The virtual server shows as a DOWN 
state. Which two scenarios could cause the virtual server showing as DOWN? (Choose two.) 
 

A. Persistence is set to NONE. 

B. The protocol should be SSL_TCP. 

C. A responder policy has been bound. 

D. The service is not bound to the virtual server. 

E. No SSL certificate is bound to the virtual server. 

 
Answer: DE 
 
QUESTION 62 
A security test has been completed on an SSL offload implementation and it has been determined 
that the certificate key length is too short and must be increased. Which two steps must the network 
engineer complete to resolve this? (Choose two.) 
 

A. Bind the certificate to an SSL service group. 

B. Bind the certificate to an SSL Offload virtual server. 

C. Add a new SSL policy to the SSL offload virtual server. 

D. Use the "Client certificate wizard" to generate a CSR, request a certificate and import. 

E. Use the "Server certificate wizard" to generate a CSR, request a certificate and import. 

 
Answer: BE 
 
QUESTION 63 
Which two compression actions could a NetScaler engineer use? (Choose two.) 
 

A. bzip2 

B. deflate 

C. compress 

D. pack200-gzip 

 
Answer: BC 
 
QUESTION 64 
What are two ways in which the NetScaler TCP buffering feature improves application performance? 
(Choose two.) 
 

A. Buffers the client request 

B. Buffers the server response 

C. Forwards the response to the client at the speed of the client network 

D. Forwards the request to the server at the speed of the server network 

 
Answer: BC 
 
QUESTION 65 
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Which two parameters in the TCP buffering settings can be controlled by a network engineer? 
(Choose two.) 
 

A. buffering size 

B. source IP range 

C. destination IP range 

D. memory size for buffering 

 
Answer: AD 
 
QUESTION 66 
Which two response codes and pages can be cached on the NetScaler using Integrated Caching? 
(Chose two.) 
 

A. 400 Bad request 

B. 302 Found pages 

C. 401 Unauthorized 

D. 404 Not found pages 

E. 500 Internal server error 

 
Answer: BD 
 
QUESTION 67 
Scenario: 
Company Inc. wants to modify the HTTP Server header so that unauthorized users and malicious 
code CANNOT use the header to identify the software that the HTTP server uses. Which two 
actions can the engineer take to meet the needs of the scenario? (Choose two.) 
 

A. Add an HTTP Server Type on the Client Request. 

B. Mask the HTTP Server Type on the Server Response. 

C. Replace the HTTP Server Type on the Client Request. 

D. Delete the HTTP Server Type on the Server Response. 

 
Answer: BD 
 
QUESTION 68 
An engineer should use the filter (content filtering) feature to prevent ____ and ____. (Choose the 
two correct options to complete the sentence.) 
 

A. the use of unauthorized HTTP methods 

B. a client from accessing a specific IP on the back-end 

C. inappropriate HTTP headers from being sent to your Web server 

D. inappropriate MSSQL commands from being sent to your SQL server 

E. a client from a specific VLAN ID to access resources on the NetScaler 

 
Answer: AC 
 
QUESTION 69 
When configuring an advanced HTTP callout based on attributes, what are two valid parameters? 
(Choose two.) 
 

A. SSL cipher type 
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B. Down state flush 

C. Gateway address 

D. IP address and port 

E. URL stem expression 

 
Answer: DE 
 
QUESTION 70 
A NetScaler engineer generates a techsupport archive to be sent to Technical Support. Which three 
of the following pieces of information will be included in the archive file? (Choose three.) 
 

A. Model Number 

B. SSL Private Keys 

C. Old Configuration Files 

D. Hardware Boot sequence 

E. Webpage Customizations 

F. Certificate Revocation List 

 
Answer: ACD 
 
QUESTION 71 
What are two valid ways of checking that a back-end web server is reachable from the NetScaler 
SNIP address using port 80? (Choose two.) 
 

A. Run traceroute. 

B. Run telnet using the -srcip option. 

C. Bind a DNS monitor to a service group containing the web server. 

D. Bind a HTTP monitor to a service group containing the web server. 

E. Run the ping command between the NetScaler and the web server. 

 
Answer: BD 
 
QUESTION 72 
Scenario: 
An engineer implementing a NetScaler is tasked with creating a new VLAN, named VLAN 2, and 
added to the current interfaces. A new IP address of 10.102.29.54 with a network mask of 
255.255.255.0 must be configured for VLAN 2. Which commands could the engineer use to achieve 
this configuration in the command-line interface prior to binding VLAN 2? 
 

A. add ns ip 10.102.29.54 255.255.255.0 
add vlan 2 

B. set vlan 2 -aliasName VLAN2 
add ns ip 10.102.29.54 255.255.255.0 

C. add ns ip 10.102.29.54 255.255.255.0 -vrID 2 

D. add ns ip 10.102.29.54 255.255.255.0 -type SNIP 
set ns ip 10.102.29.54 255.255.255.0 -vrID 2 

 
Answer: A 
 
QUESTION 73 
Scenario: 
A network engineer has configured GSLB for a multisite environment. All GSLB services show as 
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UP with an UP MEP status. The engineer has observed that DNS queries are directed to the SNIP 
of the NetScaler; however, no DNS response is being received. How can the engineer resolve this 
issue? 
 

A. Add an ADNS service on the SNIP. 

B. Change the DNS delegation to the NSIP. 

C. Create a load balancing virtual server for DNS. 

D. Select the "Send all ‘active’ service IPs' in response (MIR)" option. 

 
Answer: A 
 
QUESTION 74 
Scenario: 
GSLB has been configured for use within a multisite environment. The MEP status is reported as 
down on all GSLB appliances. The appliances have been configured for unsecured MEP exchange. 
Which port must the network engineer ensure is open between the NetScaler appliances? 
 

A. TCP 3011 

B. UDP 3011 

C. TCP 3012 

D. UDP 3012 

 
Answer: A 
 
QUESTION 75 
Scenario: 
The network engineer is unable to access a specific SSL site through the NetScaler. While 
reviewing traces on the NetScaler, the network engineer noticed "Handshake" failures from the 
server. These handshake failures could be the result of the virtual server ____. (Choose the correct 
option to complete the sentence.) 
 

A. only allowing TLS 

B. not allowing SSLv3 

C. not allowing correct ciphers 

D. configured to demand client authentication 

 
Answer: C 
 
QUESTION 76 
Scenario: 
A virtual server named New_Server has been disabled to perform an emergency upgrade; however 
requests from clients are NOT being redirected to the maintenance page. The redirected URL 
configuration is: 
>set cs vserver Website_main - lbvserver New_Server - backupVserver 

Backup_Server - redir ectURL http://www.mydomain.com/maintenance - soMethod 

Connection - soThreshold 1000 - soPersistence enabled  

Why are requests from clients NOT being redirected to the maintenance page? 
 

A. The backup virtual server is unavailable. 

B. The spillover persistence has been activated. 

C. It has not been linked to content switching policies. 

D. The backup virtual server takes precedence over the redirect URL. 
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Answer: D 
 
QUESTION 77 
Scenario: 
A network engineer has installed a NetScaler system into their corporate DMZ and would like to 
provide access to a web server on the internal LAN. The web server will be accessed by external 
users through the Netscaler. The firewall administrator has opened the relevant ports required on 
the external and the internal firewall. The engineer notices that the virtual server and services 
representing the web server are down and the internal web server does NOT appear accessible 
from the NetScaler. What could be the cause of this? 
 

A. USIP is not enabled. 

B. Client IP Insertion is not enabled. 

C. A URL rewrite policy is not created. 

D. A SNIP address has not been added. 

 
Answer: D 
 
QUESTION 78 
Scenario: 
A network engineer gets an error message when using the configuration utility to import a PKCS#12 
certificate that contains a dollar sign ($), a backquote (`), or an escape (\) character password. In 
order to address this error, the network engineer could prefix it with ____. (Choose the correct 
option to complete the sentence.) 
 

A. an escape character (\) 

B. a backquote character (`) 

C. a dollar sign character ($) 

D. a double quotation character (") 

 
Answer: A 
 
QUESTION 79 
Scenario: 
A network engineer has modified the configuration of a content-switching virtual server, 
Website_main, because a second content-switching server that is capable of handling more 
connections has been added to the NetScaler implementation. Both servers will remain in operation. 
The engineer made the following configuration changes: 
>set cs vserver Website_main - lbvserver New_Server - backupVserver 

Old_S erver - redirectURL http://www.mydomain.com/maintenance - soMethod 

Connection - soThreshold 1000  

Why did the engineer enable the spillover option? 
 

A. To handle incoming connections in case the new server is unavailable 

B. To handle the extra connections using the old server without dropping them 

C. To redirect the extra connections to the Maintenance website when it is needed 

D. To handle incoming connections while the server reaches its limit of connections 

 
Answer: B 
 
QUESTION 80 
Scenario: 
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A company is using Citrix NetScaler VPX for publishing internal resources using Citrix Access 
Gateway with Smart Access. Since the number of users has increased the company wants to 
migrate from Citrix NetScaler VPX to Citrix NetScaler MPX. The engineer is running a parallel 
installation of the Citrix NetScaler MPX and now needs to transfer the Citrix Access Gateway 
Universal Licenses from a Citrix NetScaler VPX to a Citrix NetScaler MPX platform. How should 
the engineer transfer the Citrix Access Gateway Universal License files from the VPX to the MPX? 
 

A. Backup the /nsconfig directory from the Citrix NetScaler VPX using SCP, restore the /nsconfig directory to the 
Citrix NetScaler MPX using SCP. 

B. Download the Access Gateway Universal License file(s) from the Citrix NetScaler VPX using SCP. 
Upload the Access Gateway Universal License file(s) to the Citrix NetScaler MPX using SCP. 

C. Logon to www.MyCitrix.com, return the Citrix Access Gateway Universal License file(s), reallocate the Citrix 
Access Gateway Universal License file using the hostname of the Citrix NetScaler MPX. 

D. Logon to www.MyCitrix.com, return the Citrix Access Gateway Universal License file(s), reallocate the Citrix 
Access Gateway Universal License file using the MAC Address of the Citrix NetScaler MPX. 

 
Answer: C 
 
QUESTION 81 
A network engineer should use the Advanced tab when configuring load balancing to enable ____. 
(Choose the correct option to answer the question.) 
 

A. SSL offloading 

B. Integrated caching 

C. EdgeSight Monitoring 

D. Direct Server Return Mode 

 
Answer: D 
 
QUESTION 82 
Scenario: 
A network engineer needs to add an NTP server to a NetScaler appliance. The NTP service is 
configured on 10.10.1.49. Which command should the network engineer use within the command-
line interface to add in an NTP server for time synchronization? 
 

A. add ntp server 10.10.1.49 

B. add server NTP 10.10.1.49 

C. add service NTP 10.10.1.49 TCP 123 

D. add service NTP 10.10.1.49 UDP 123 

 
Answer: A 
 
QUESTION 83 
Scenario: 
A network engineer deployed a new NetScaler MPX appliance on the network and all interfaces 
are connected to the core switch. The network engineer notices the CPU utilization has become 
very high on the switch since the NetScaler deployment. Which two actions could the engineer 
perform on the NetScaler to resolve this issue? (Choose two.) 
 

A. Configure VMAC 

B. Utilize static routing 

C. Configure a channel 
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D. Connect a single interface only 

 
Answer: CD 
 
QUESTION 84 
Scenario: 
A network engineer has configured a load balancing virtual server for an HTTP application. Due to 
the application architecture, it is imperative that a user's session remains on a single server during 
the session. The session has an idle timeout of 60 minutes. Some devices are getting inconsistent 
application access while most are working fine. The problematic devices all have tighter security 
controls in place. Which step should the engineer take to resolve this issue? 
 

A. Set the cookie timeout to 60 minutes. 

B. Configure a backup persistence of SourceIP. 

C. Change the HTTP parameters to Cookie Version 1. 

D. Utilize SSL offload to enable the application to use SSL. 

 
Answer: B 
 
QUESTION 85 
Scenario: 
An engineer configures two NetScaler appliances in a high availability (HA) pair. As part of a 
monthly health check, the engineer attempts to log on to the second node of the HA pair and is 
unable to access the management IP Address. The engineer logs on to the first NetScaler node 
and verifies that HA is working and operational. What does the engineer need to do to resolve this 
problem? 
 

A. Create an ACL to allow access to the NSIP of the second node. 

B. Add a SNIP for the Management IP Address of the second node. 

C. Ensure that HA Route Monitors have been configured for the second node. 

D. Change the NSRoot password back to default then log on to the second node. 

 
Answer: A 
 
QUESTION 86 
A public SSL certificate on a virtual server is about to expire and the NetScaler engineer needs to 
renew the certificate before it expires. Which step must the engineer take to renew the SSL 
Certificate? 
 

A. Generate a new CSR 

B. Recreate the Private Keys 

C. Execute CRL Management 

D. Update the existing certificate 

 
Answer: D 
 
QUESTION 87 
An environment network has: 
-  High bandwidth  

-  Low packet loss  

-  High Round - Trip Time (RTT)  

Which TCP profile should an engineer configure for the environment described? 
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A. Nstcp_default_profile 

B. Nstcp_default_tcp_lfp 

C. Nstcp_default_tcp_lnp 

D. Nstcp_default_tcp_lan 

 
Answer: B 
 
QUESTION 88 
A network engineer is investigating a recent failure of NetScaler high availability and confirms that 
some recent changes were made to the configuration. What is a likely cause of the failure? 
 

A. Load balancing virtual server marked DOWN. 

B. SNIP has had management access removed. 

C. RPC node password changed on an appliance. 

D. The network command policy has been modified. 

 
Answer: C 
 
QUESTION 89 
Scenario: 
A network engineer adds a secondary node for high availability (HA) purposes. To confirm the 
implementation is working, the engineer initiates a fail over; however when this is complete, some 
virtual servers are un-reachable. What is a possible cause of this issue? 
 

A. SSL has not been enabled as a feature. 

B. The network configuration is mismatched on the nodes. 

C. HA sync does not propagate network settings by default. 

D. The nsroot password has been changed on the new node. 

 
Answer: B 
 
QUESTION 90 
Scenario: 
A network engineer needs to provide web server administrators with access to monitoring and 
reporting after changing the default root password during the initial setup of the NetScaler. The 
engineer needs to ensure that the administrators can perform this task. What should the engineer 
do in order to ensure that the administrators are able to log on to the NetScaler? 
 

A. Create a group. 

B. Create user accounts. 

C. Create an authorization policy. 

D. Create an authentication policy. 

 
Answer: B 
 
QUESTION 91 
A network engineer has started at a new company and has been instructed to restrict access to an 
external facing VIP to selected third party clients, based on their source IP address range. What 
could the engineer do to accomplish this task? 
 

A. Enable USNIP mode on the Netscaler. 

B. Enable the host route option on the external VIP. 
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C. Create an Extended ACL based on the source IP address. 

D. Create a SNIP address in the external VLAN limited to the source IP addresses. 

 
Answer: C 
 
QUESTION 92 
Scenario: 
An engineer has been asked to implement load balancing of an existing unsecured web application. 
The engineer needs to ensure that users will access the web application using HTTPS, but no 
changes can be made to the web servers hosting the web application. In order to fulfill the 
requirements, the engineer must create an ____ service group and add members with port ____; 
and bind the service group to an ____ virtual server. (Choose the correct set of options to complete 
the sentence.) 
 

A. SSL; 443; SSL 

B. HTTP; 80; SSL 

C. SSL; 80; HTTP 

D. HTTPS; 443; HTTP 

 
Answer: B 
 
QUESTION 93 
A network engineer notes that a high availability pair (HA) is NOT synchronizing correctly and 
decides to open a ticket with Citrix Support. When opening the new ticket with Citrix Support, the 
engineer should run show ____ and ____. (Choose the correct set of options to complete the 
sentence.) 
 

A. ha node; provide any public IP addresses listed 

B. ha node; provide the hello and dead interval data 

C. techsupport on the primary device; send the output to Citrix Support 

D. techsupport on both the primary and secondary devices; send the output to Citrix support 

 
Answer: D 
 
QUESTION 94 
A network engineer needs to upgrade both appliances of a High Availability (HA) pair. In which 
order should the network engineer upgrade the appliances? 
 

A. Disable high availability and upgrade one node at a time. 

B. Upgrade the primary node first without disabling high availability. 

C. Upgrade the secondary node first without disabling high availability. 

D. Perform the upgrade simultaneously without disabling high availability. 

 
Answer: C 
 
QUESTION 95 
An engineer has two NetScaler devices in two different datacenters and wants to create a high 
availability (HA) pair with the two devices, even though they are on two different subnets. How can 
the engineer configure the HA Pair between the two NetScaler devices? 
 

A. Configure StaySecondary on the second datacenter appliance. 

B. Ensure that INC mode is enabled during the creation of the HA Pair. 
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C. Enable the HAMonitors on all interfaces after the HA Pair has been created. 

D. Change the NSIP of the second appliance to be on the same subnet as the first appliance. 

 
Answer: B 
 
QUESTION 96 
What should a network engineer do to prevent unauthorized users from using the root user account? 
 

A. Reset the nsroot account. 

B. Change the nsroot password. 

C. Create an authorization policy. 

D. Bind a policy to the root user account. 

 
Answer: B 
 
QUESTION 97 
Scenario: 
The NetScaler has connections to a large number of VPNs. The network engineer wants to 
minimize the number of ARP requests. Which feature should the network engineer enable to 
minimize ARP requests? 
 

A. TCP Buffering 

B. Use Source IP 

C. Edge Configuration 

D. MAC based forwarding 

 
Answer: D 
 
QUESTION 98 
The network engineer would like all HTTP and HTTPS requests that travel through the NetScaler 
to have an HTTP header added with the source IP address for logging on the web servers. How 
should the network engineer accomplish this? 
 

A. Enable Web Logging 

B. Enable the client IP option 

C. Configure the TCP Parameters 

D. Enable the 'Use Source IP mode' 

 
Answer: B 
 
QUESTION 99 
A network engineer has configured two NetScaler MPX appliances as a high availability (HA) pair. 
What can the engineer configure to prevent failover if only a single interface fails? 
 

A. FIS 

B. PBR 

C. SNMP 

D. VMAC 

 
Answer: A 
 
QUESTION 100 
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Scenario: 
A NetScaler appliance currently has a manually configured channel containing four interfaces; 
however, the engineer has been told that the NetScaler must now only use a single interface for 
this network. The engineer removes the channel and immediately notices a decrease in network 
performance. How could the engineer resolve this issue? 
 

A. Reset the unused interfaces 

B. Disable the unused interfaces 

C. Enable flow control on all interfaces 

D. Disable HA monitoring on the three interfaces that are no longer required 

 
Answer: B 
 
QUESTION 101 
Scenario: 
A NetScaler engineer needs to enable access to some web servers running on an IPv6-only 
network. The clients connecting the services are on an IPv4 network. The engineer has already 
enabled IPv6 on the NetScaler. What does the engineer need to do in order to provide access to 
the services on the IPv6 network? 
 

A. Create an IPv6 tunnel and a IPv4 virtual server. 

B. Configure an IPv6 VLAN and bind the required interface. 

C. Create a IPv4 virtual server and bind the service group to it. 

D. Create an IPv6 ACL and a IPv4 virtual server and bind the ACL to the virtual server. 

 
Answer: C 
 
QUESTION 102 
Scenario: 
An engineer executes the following commands: 
add vlan 2  

bind vlan 2 - ifnum 1/2  

add ns ip 10.110.4.200 255.255.25 5.0  

bind vlan 2 - IPAddress 10.110.4.200 255.255.255.0  

What type of IP address has been added to the NetScaler? 
 

A. VIP address 

B. NSIP address 

C. SNIP address 

D. GSLB Site IP address 

 
Answer: C 
 
QUESTION 103 
Scenario: 
A network engineer needs to configure Citrix NetScaler to provide Access Gateway services to 
VLAN 2 using interface 1/1 only, while also using interface 1/2 to provide load balancing services 
to VLAN 3. How could this result be achieved? 
 

A. Disable static route advertisement 

B. Disable layer 2 mode 
Create 2 untagged VLANs - VLAN 2 and VLAN 3 
Bind VLAN 2 to Interface 1/1 
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Bind VLAN 3 to Interface 1/2 

C. Enable Layer 3 mode 
Create a Channel Interface using Interface 1/1 and 1/2 Create 2 VMACs 
Bind a VMAC to interface 1/1 and 1/2 

D. Configure policy-based routing using the Interface option as a filter 

 
Answer: B 
 
QUESTION 104 
Scenario: 
A network engineer needs to re-configure the NetScaler to utilize two new VLANs - VLAN2 and 
VLAN3. VLAN2 is an untagged VLAN and VLAN3 will require a .1q compliant tag. Interface 1/1 is 
the only interface that will be used on the NetScaler. How could the engineer configure the 
NetScaler so that it can communicate with both networks? 
 

A. Change the NSVLAN to 3 
Add VLAN 2 and bind interface 1/1 as untagged 

B. Enable the Tag all VLANs option on interface 1/1 

C. Add VLAN2 and bind interface 1/1 as untagged 
Add VLAN3 and bind interface 1/1 as tagged 

D. Add a SNIP for each VLAN 
Enable management access on the SNIP for VLAN3 

 
Answer: C 
 
QUESTION 105 
Why would an engineer want to specify a TCP Profile for a specific service group? 
 

A. To enable use of features like SSL over TCP for that specific service group. 

B. To adjust the TCP settings for traffic to and from that specific service group. 

C. To use a specific SNIP for traffic to the back-end servers in that service group. 

D. To enable features like use source IP, TCP keep alive and TCP buffering for a specific service group. 

 
Answer: B 
 
QUESTION 106 
Scenario: 
The NetScaler is connected to two subnets. The NSIP is 10.2.9.12. The external SNIP is 10.2.7.3. 
The MIP for internal access is 10.2.9.3. Web servers, authentication servers and time servers are 
on the 10.2.10.0/24 network which is available through the 10.2.9.1 router. The external firewall 
has the 10.2.7.1 address. Traffic bound for Internet clients should flow through the external firewall. 
Which command should be used to set the default route? 
 

A. add route 0.0.0.0 0.0.0.0 10.2.7.1 

B. add route 0.0.0.0 0.0.0.0 10.2.9.1 

C. add route 10.0.0.0 255.0.0.0 10.2.9.1 

D. add route 10.0.0.0 255.0.0.0 10.2.7.1 

 
Answer: A 
 
QUESTION 107 
Some SSL certificate files may be missing from a NetScaler appliance. Which directory should an 
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engineer check to determine which files are missing? 
 

A. /nsconfig/ssl 

B. /nsconfig/ssh 

C. flash/nsconfig/ 

D. /var/netscaler/ssl/ 

 
Answer: A 
 
QUESTION 108 
Scenario: 
A call center has deployed Access Gateway Enterprise to provide its employees with access to 
work resources from home. Due to the number of available licenses, only selected employees 
should access the environment remotely based on their user account information. How could the 
engineer configure access to meet the needs of this scenario? 
 

A. Configure a Pre-authentication Policy. 

B. Configure an Authentication Server using a search filter. 

C. Configure an Authentication Policy using Client based expressions. 

D. Add the selected employee accounts to the Local Authentication policy. 

 
Answer: B 
 
QUESTION 109 
How could an engineer configure a monitor to ensure that a server is marked as DOWN if the 
monitor test is successful? 
 

A. Enable the LRTM option for the monitor 

B. Enable the Reverse option for the monitor 

C. Disable Down state flush for the service group 

D. Disable the Health monitoring option for the service group 

 
Answer: B 
 
QUESTION 110 
A network engineer should use a HTTP-ECV monitor type to control the status of a load balanced 
web server resource when ____. (Choose the correct option to complete the sentence.) 
 

A. checking for multiple HTTP response codes 

B. wanting to use a customized HTTP Request 

C. checking for a specific pattern in the HTTP Response body 

D. checking for a specific pattern in the HTTP Response header 

 
Answer: C 
 
QUESTION 111 
Scenario: 
A network engineer has created and bound an UDP-ECV monitor to identify the status of a UDP 
service. However, no matter what the response is, the service is always marked as UP. A possible 
cause of this behavior is that the network engineer ____. (Choose the correct option to complete 
the sentence.) 
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A. forgot to add a receive string 

B. added the string ns_true as receive string 

C. added a string that is invalid and thus skipped 

D. added a string that is always part of the UDP handshake 

 
Answer: A 
 
QUESTION 112 
While performing some re-cabling, a NetScaler engineer noticed that a power supply unit failed on 
a NetScaler appliance. What should the engineer enable to receive notification of a future hardware 
failure? 
 

A. SMTP 

B. SNMP 

C. Health monitoring 

D. EdgeSight monitoring 

 
Answer: B 
 
QUESTION 113 
A network engineer selected the option on a SSL certificate to provide notification upon expiration 
of the certificate; however when a certificate expires, NO notification is sent to the engineer. Which 
step could the engineer take to enable notification? 
 

A. Configure SNMP. 

B. Create a SSL policy. 

C. Enable the SSL offload feature. 

D. Ensure that the certificate is linked to a Root certificate. 

 
Answer: A 
 
QUESTION 114 
What type of protocol does AppFlow use for reporting? 
 

A. TCP 

B. UDP 

C. HTTP 

D. SSL_TCP 

 
Answer: B 
 
QUESTION 115 
A network engineer wants to collect performance statistics regarding the traffic between different 
points in the connection, specifically from client-to-NetScaler and from NetScaler to back-end 
server, and be able to present this to different analysis tools. Which feature on the NetScaler could 
the engineer use for this? 
 

A. Syslog 

B. nstrace 

C. AppFlow 

D. nsconmsg 
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Answer: C 
 
QUESTION 116 
A network engineer has been tasked with identifying the cause of intermittent network connectivity 
issues. Which command should the engineer use to generate the necessary network information 
required to diagnose the connectivity issues? 
 

A. nslog 

B. nstrace 

C. nsumon 

D. nsconmsg 

 
Answer: B 
 
QUESTION 117 
A NetScaler implementation is experiencing intermittent network issues, specifically regarding 
traffic to a back-end service associated with IP address 10.10.1.86. Which command should a 
network engineer execute to generate diagnostic information to investigate this issue? 
 

A. traceroute 10.10.1.86 

B. show run | grep 10.10.1.86 

C. nstcpdump.sh host 10.10.1.86 

D. show service 10.10.1.86 -summary 

 
Answer: C 
 
QUESTION 118 
A network engineer needs to investigate why a few users have issues logging on to the NetScaler 
system. How can the engineer troubleshoot authentication issues on the NetScaler system? 
 

A. Use ECV monitoring. 

B. Run a violations report in Reporting. 

C. Use the CAT aaad.debug command. 

D. Check the system-authentication setting in the GUI. 

 
Answer: C 
 
QUESTION 119 
Scenario: 
A NetScaler environment uses two-factor authentication and the second authentication method is 
AD. A user logs in to the environment but does NOT receive access to the resources that the user 
should have access to. How can an engineer determine the AD authentication issue on the 
NetScaler? 
 

A. Check NSlogs. 

B. Use nsconmsg. 

C. Use the cat aaad.debug command. 

D. Check the authorization configuration. 

 
Answer: C 
 
QUESTION 120 
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Scenario: 
Primary NetScaler (NS1) is licensed for 10000 Maximum ICA users and 305 Access Gateway users. 
Secondary NetScaler (NS2) is licensed for 10000 Maximum ICA users and five Access Gateway 
users. From where and which command should a network engineer run to display diagnostics on 
the licenses? 
 

A. From the shell, run 'view license'. 

B. From the shell, run 'more /var/log/license.log'. 

C. From the command-line interface, run 'show license'. 

D. From the command-line interface, run 'cat /var/log/license.log'. 

 
Answer: B 
 
QUESTION 121 
A client is trying to reach a back-end server with an IP address of 10.192.31.5 given the following 
routing table: 

 
Which route would the NetScaler use for this client? 
 

A. 1 

B. 5 

C. 6 

D. 7 

 
Answer: C 
 
QUESTION 122 
A network engineer is testing a new load balancing virtual server "test" that has the service group 
"test-grp" bound to it. Which command could the engineer run to show connection details for the 
new virtual server? 
 

A. show server 

B. show services 

C. show servicegroups 

D. show connectiontable 

 
Answer: D 
 
QUESTION 123 
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A network engineer runs the following command: 
nsconmsg - K /var/nslog/newnslog - s nsdebug_pe=1 - d oldconmsg  

What is the engineer trying to check in the log? 
 

A. Bandwidth information 

B. Load-balancing information 

C. Content-switching statistics 

D. Memory utilization information 

 
Answer: A 
 
QUESTION 124 
A network engineer has enabled USIP and USNIP and set a unique IP address as the source IP 
using the proxyIP parameter on an INAT policy. Which is the correct order of precedence for the 
IP addresses? 
 

A. Unique IP-USIP-MIP-Error 

B. USIP-unique IP-USNIP-MIP-Error 

C. USIP-Unique IP-MIP-USNIP-Error 

D. USIP-USNIP-MIP-Unique IP-Error 

 
Answer: B 
 
QUESTION 125 
A network engineer needs to prevent too many simultaneous HTTP requests that can cause a 
Denial Of Service (DDoS). What could the engineer enable to prevent too many simultaneous 
HTTP requests? 
 

A. Rate Limiting 

B. SureConnect 

C. Priority Queuing 

D. Authorization Policy 

 
Answer: A 
 
QUESTION 126 
Scenario: 
A Citrix Administrator has configured an Authentication, Authorization, and Auditing (AAA) action 
policy to allow users access through the NetScaler. The administrator bound the policy to a specific 
virtual server. Which policy expression will allow all users access through the virtual server? 
 

A. ns_disallow 

B. ns_false 

C. ns_allow 

D. ns_true 

 
Answer: C 
 
QUESTION 127 
Scenario: 
A Citrix Administrator is configuring SNMP management on the NetScaler to receive alerts when 
something fails. The administrator was confident that the Manager, Alarms and SNMP Traps were 
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configured correctly. The following week, there was a NetScaler-related outage and the 
administrator did NOT get any alerts. What could be the reason for the SNMP alert failure? 
 

A. The Community Name was NOT configured on the NetScaler SNMP Trap Destination settings. 

B. The NetScaler only has Standard licensing. 

C. The NetScaler is configured for SNMP version 1. 

D. The NetScaler Application Firewall is blocking the alerts from going out. 

 
Answer: A 
 
QUESTION 128 
Referring to the screenshot: 

 
How will the HTTP request "http://10.107.149.233/url1" be redirected based on the screenshot? 
 

A. The request will be dropped at CS vServer. 

B. The request will be sent to LB_vserver2. 

C. The request will be sent to lb_vsrv_www. 

D. The request will be sent to LB vserver1. 

 
Answer: A 
 
QUESTION 129 
Which two configurations can a Citrix Administrator use to block all the post requests that are larger 
than 10,000 bytes in order to protect the environment against HashDoS attacks? (Choose two.) 
 

A. 

 
B. 
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C. 

 
D. 

 
 
Answer: AC 
 
QUESTION 130 
Users are experiencing resets from the Intranet server website, which is load-balanced through the 
NetScaler. Which NetScater tool can a Citrix Administrator use to troubleshoot the reset issue? 
 

A. Take a packet trace with nstrace and analyze with WireShark. 

B. View the new nslog from the command-line interface (CLI) to look for packet resets from the NetScaler. 

C. Look in the Event Viewer for packet resets from the NetScaler. 

D. Use the nslog to look for packet resets on the NetScaler. 

 
Answer: B 
 
QUESTION 131 
Scenario: 
A NetScaler is configured with the following modes: 
* MBF  

* USIP  

* USNIP  

* Layer 3 mode  

A Citrix Administrator configured a new router and now requires some of the incoming and outgoing 
traffic to take different paths through the new router However, the and takes a network trace. After 
a short monitoring period, the administrator notices that the packets are still NOT getting to the new 
router from the NetScater. Which mode should the administrator disable on the NetScaler to 
facilitate the addition of the new router and successfully route the packets? 
 

A. Layer 3 mode 

B. USIP 

C. MAC-based Forwarding 

D. USNIP 

 
Answer: A 
 
QUESTION 132 
Which mode does a Citrix Administrator need to configure in order to allow the NetScaler to forward 
any packets that are NOT destined for an IP address that is NOT configured on NetScaler? 
 

A. USIP 

B. Layer 3 Mode 

C. Layer 2 Mode 

D. MBF 

 
Answer: D 
 
QUESTION 133 
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A Citrix Administrator has configured the commands using the command-line interface. Referring 
to the screenshot: 

 
What will be the effect of the rewrite policy, based on the screenshot? 
 

A. HTTP Header "SSL_parameter: icauser@mylab.lab" will be inserted in every RESPONSE. 

B. HTTP Header "SSL_parameter: icauser@mylab.lab" will be inserted in every REQUEST. 

C. HTTP Header "SSL_parameter: C=IN,ST=KA,O=Mylab,CN=icauser@mylab.lab" will be inserted in every 
RESPONSE. 

D. HTTP Header "SSL_parameter: C=IN,ST=KA,O=Mylab,CN=icauser@mylab.lab" will be inserted in every 
REQUEST. 

 
Answer: A 
 
QUESTION 134 
Scenario: 
User authentication is failing through the NetScaler. A Citrix Administrator checked the 
Authentication, Authorization and Auditing (AAA) policy, action and virtual server and verified that 
the correct configuration was in place. The administrator bypassed the NetScaler and the 
authentication worked. Which NetScaler utility can the administrator use to troubleshoot the access 
issue? 
 

A. aaad.debug 

B. dashboard 

C. nscon message 

D. nslog file 

 
Answer: A 
 
QUESTION 135 
Which command should a Citrix Administrator use to configure a Content Switching virtual server 
for implementing the Secure Web Gateway in the transparent proxy mode? 
 

A. add cs vserver swgVS PROXY 192.168.10.1 80 -Authn401 on -authnVsName explicit-auth-vs 

B. add cs vserver swgVS PROXY * * -Authn401 on -authnVsName explicit-auth-vs 

C. add cs vserver swgVS PROXY 192.168.10.1 -Authn401 on -authnVsName transparent-auth-vs 

D. add cs vserver swgVS PROXY * 21 -Authn401 on -authnVsName transparent-auth-vs 
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Answer: C 
 
QUESTION 136 
In the Global Server Load Balancing (GSLB) configuration when dynamic proximity is implemented, 
the round trip time (RTT) between the ____ and ____ is measured to make the load decision. 
(Choose the correct option to complete the sentence.) 
 

A. IP address of the client; each of the GSLB sites 

B. Local DNS of the client; each of the GSLB sites 

C. Local DNS of the client; each of the GSLB services 

D. IP address of the client; each of the GSLB services 

 
Answer: AC 
 
QUESTION 137 
Scenario: 
A Citrix Administrator manages an environment that has a NetScaler high availability (HA) pair 
running on two MPX appliances. The administrator notices that the state of the Secondary 
NetScaler is 'Unknown' and moves the Secondary NetScaler to a new switch as a result. Also, the 
administrator captured a packet trace on both NetScalers. Both sent traffic on secure port 3009 
and were routing back and forth to each other. What is causing the Secondary state to be 'Unknown'? 
 

A. The firewall is blocking communication between the switches. 

B. The administrator made both NetScalers Primary. 

C. The Secondary NetScaler CANNOT communicate in HA when moved to a new switch. 

D. The remote procedure call (RPC) nodes are NOT configured correctly. 

 
Answer: A 
 
QUESTION 138 
Scenario: 
A Citrix Administrator has configured an HTTP load-balancing virtual server with Least Response 
Time as the load-balancing algorithm. The administrator notices that requests to the virtual server 
appear to be using the Round Robin load-balancing algorithm. What could be causing the virtual 
server to use the Round Robin load-balancing algorithm? 
 

A. The services that are bound to the HTTP virtual server are using the PING monitor. 

B. The virtual server is in startup round robin mode. 

C. Least Response Time CANNOT be used as a load-balancing algorithm on an HTTP virtual server. 

D. The NetScaler configuration has NOT been saved yet. 

 
Answer: B 
 
QUESTION 139 
Scenario: 
A Citrix Administrator has configured the rewrite action as follows: 
add rewrite action sync_date replace http.res.date sys.time  

What is the correct way to interpret this rewrite action? 
 

A. The rewrite action replaces the Date header in the http response with the GMT time stamp. 

B. The rewrite action replaces the Date header in http response with the NetScaler system time in a conventional 
date format. 
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C. The rewrite action is invalid, as system time CANNOT be referenced in the system policy. 

D. The rewrite action replaces the NetScaler system time with the Date header in a conventional date format. 

 
Answer: C 
 
QUESTION 140 
Scenario: 
A Citrix Administrator manages an environment that has multiple websites running through a 
NetScaler MPX 5550. The NetScaler meets the needs of the environment thioughout the year, 
except in December, when the capacity doubles. The administrator needs to handle this increased 
web traffic with a temporary, cost-effective solution. Which action should the administrator 
recommend in order to handle the increased web traffic? 
 

A. Purchase a license to upgrade the MPX 5550 to a MPX 5650. 

B. Purchase a BurstPack License. 

C. Purchase Universal License. 

D. Purchase NetScaler Gateway Platform License. 

 
Answer: B 
 
QUESTION 141 
Which two options should a Citrix Administrator consider when adding a secondary device in a high 
availability (HA) pair? (Choose two.) 
 

A. Configure the HA status of the Primary Node as STAYPRIMARY. 

B. HA Monitoring should be disabled on all the unused interfaces. 

C. Both the devices should have different SNIP addresses. 

D. The nsroot password should be the same on both nodes. 

E. The Independent Network Configuration (INC) mode should be enabled. 

 
Answer: AE 
 
QUESTION 142 
Scenario: 
A Citrix Administrator needs to implement a Content Filter policy to ensure the following conditions 
are met: 
* The user with source IP 10.100.32.211 should NOT be allowed to access 

the vserver 10.10.10.1.  

* All other users from subnet 10.100.32.0/24 should have access to the 

vserver 10.10.10.1.  

* Access to the vserver should be blocked for a ll the other users.  

Which policy expression will meet this requirement if the policy action is RESET and the policy is 
bound to the vserver (VIP:10.10.10.1)? 
 

A. REQ.IP.SOURCEIP != 10.100.32.211 || REQ.IP.SOURCEIP != 10.100 32.211 -netmask 255.255.255.0 

B. REQ.IP.SOURCEIP == 10.100.32.211 || REQ.IP.SOURCEIP != 10.100.32.0 -netmask 255.255.255.0 

C. REQ.IP.SOURCEIP != 10.100.32.211 && REQ.IP.SOURCEIP == 10.100.32.0 -netmask 255.255.255.0 

D. REQ.IP.SOURCEIP == 10.100.32.211 && REQ.IP.SOURCEIP != 10.100.32.0 -netmask 255.255.255.0 

 
Answer: A 
 
QUESTION 143 
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Scenario: 
A NetScaler appliance is having intermittent issues. A Citrix Administrator is unable to identify the 
root cause and fix them. The administrator opened a Support ticket and the Engineer assigned to 
the case requested all the logs and configuration information from the NetScaler. Which technical 
support tool can the administrator use to gather all the information on the NetScaler to send to the 
Support Engineer? 
 

A. Batch Configuration 

B. Start New Trace 

C. Get Back Trace 

D. Generate Support File 

 
Answer: C 
 
QUESTION 144 
Scenario: 
External users are currently experiencing delays while accessing XenApp and XenDesktop through 
the NetScaler. A Citrix Administrator needs to monitor the ICA connections to gather the 
performance information from the NetScaler Management and Analytics System (MAS). Which two 
tools can the administrator use to gather information about WAN Latency, DC Latency and Host 
Delay? (Choose two.) 
 

A. HDX Insight 

B. Gateway Insight 

C. Web Insight 

D. TCP Insight 

 
Answer: AC 
 
QUESTION 145 
Scenario: 
A Citrix Administrator of a Linux environment needs to load-balance the web servers in an 
environment However, due to budget constraints, the administrator is NOT able to implement a full-
scale solution. What can the administrator do to load-balance the web servers in this scenario? 
 

A. Purchase a NetScaler SDX. 

B. Install a NetScaler CPX. 

C. Purchase a NetScaler MPX. 

D. Install NetScaler VPX. 

 
Answer: A 
 
QUESTION 146 
What is the effect of the set gslb parameter -IdnsprobeOrder DNS PING TCP command in an 
Active/Active Gobal Server Load Balancing (GSLB) setup? 
 

A. The order to calculate the Empty Domain Service (EDS) for Dynamic proximity will be the DNS UDP query followed 
by the PING and then TCP. 

B. The order to calculate the Round-trip time (RTT) for Dynamic proximity will be the DNS UDP query followed by 
the PING and then TCP. 

C. The order to calculate the Time to live (TTL) for Dynamic proximity will be the DNS UDP query followed by the 
PING and then TCP. 
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D. The order to calculate the Multiple IP responses (MIR) for Dynamic proximity will be the DNS UDP query followed 
by the PING and then TCP. 

 
Answer: C 
 
QUESTION 147 
A user needs to resolve the domain training.citrix.com, and the information is NOT available in 
resolver cache and Local Domain Name Server (DNS). Where will the request be forwarded next? 
 

A. Root server 

B. Authoritative Name server 

C. Top-level Domain server 

D. Second-level Domain server 

 
Answer: A 
 
QUESTION 148 
Scenario: 
A Citrix Administrator is managing a NetScaler SDX running eight NetScaler instances. The 
administrator first needs to upgrade the firmware on the instances. However, the administrator is 
concerned that it needs to be done all at once. What upgrading flexibility does SDX provide in this 
scenario? 
 

A. The NetScaler instance can be upgraded at the SDX management level, allowing all instances to be upgraded at 
once. 

B. It is NOT possible to upgrade the NetScaler instances to different firmware versions. 

C. The NetScaler instance can be upgraded on an individual basis, allowing all instances to run different firmware 
versions. 

D. The NetScaler instances have to be upgraded at the same time. 

 
Answer: D 
 
QUESTION 149 
A Citrix Administrator needs to configure a rate limiting policy for the DNS requests to a threshold 
of 1000 DNS requests per second. Which set of commands does the administrator need to run to 
correctly configure the rate limiting policy? 
 

A. 

 
B. 

 
C. 

 
D. 
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Answer: C 
 
QUESTION 150 
Scenario: 
A Citrix Administrator has configured the following Access Control List (ACL) to block traffic from 
the IP address 10.102.29.5: 
add simpleacl rule1 DENY - srclP 10.102.29.5  

A week later, the administrator found that the ACL is no longer present on the NetScaler. What 
could be the reason for this? 
 

A. The administrator did NOT run the apply ACL command. 

B. The NetScaler has been restarted without saving the configurations. 

C. The Simple ACLs remain active for only 600 seconds. 

D. The Simple ACLs remain active for only 60 seconds. 

 
Answer: A 
 
QUESTION 151 
Which scenario will cause automatic high availability (HA) synchronization to fail? 
 

A. Different build versions 

B. Manually forced synchronization 

C. A force failover 

D. A configuration change to the primary NetScaler 

 
Answer: B 
 
QUESTION 152 
Scenario: 
A Citrix Administrator is concerned about the amount of health checks the NetScaler is sending to 
the backend resources. The administrator would like to find a way to remove health checks from 
specific bound services. How can the administrator accomplish this? 
 

A. Use the No-Monitor option. 

B. Use Service Groups to minimize health checks. 

C. Unbind the current monitor. 

D. Use reverse condition monitoring. 

 
Answer: A 
 
QUESTION 153 
Scenario: 
A Citrix Administrator needs to add 10 new web servers to an existing server farm. The new servers 
are configured to serve the same applications and connections and are twice the capacity of the 
existing servers. The administrator wants to ensure that they are being fully utilized. Currently in 
the environment, the default load-balancing method is being used. To ensure that only the 10 new 
servers are receiving twice the connections of the old servers without changing the load balancing 
to the rest of the environment, the administrator needs to add a weight of ____ to the services 
attached to the ____ servers. (Choose the correct option to complete the sentence.) 
 

A. 50; new 
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B. 50; old 

C. 2; new 

D. 2; old 

 
Answer: D 
 
QUESTION 154 
Scenario: 
A Citrix Administrator notices user sessions are disconnecting and reconnecting more often this 
week than last week, signaling a problem. The administrator troubleshoots this issue and prepares 
to resolve it using persistence. However, the following considerations apply in the environment: 
* It is a multi - proxy environment behind the NetScaler.  

* Use Source IP (USIP) mode is enabled and applied to the services.  

* The session timeout is very short.  

* All users connect from the same location.  

The administrator can use persistence based on the ____ setting to resolve this issue. (Choose 
the correct option to complete the sentence.) 
 

A. Subnet IP 

B. HTTP Cookies 

C. Proximity 

D. SSL Session IDs 

 
Answer: D 
 
QUESTION 155 
A Citrix Administrator has noticed that the users trying to access 
https://mycitrix.training.lab/exchange2016/owa are redirected to CAS_vserver_www instead of 
CAS_vserver_owa. 

 
What should the administrator change to resolve this issue? 
 

A. Unbind cs vserver CAS_vserver_cs -Ibvserver CAS_vserver_www 

B. Bind cs vserver CAS_vserver_cs -policyName CAS_policy_cs_owa -priority 120 

C. Bind cs vserver CAS_vserver_cs -policyName CAS_policy_cs_owa -priority 80 

D. Add cs policy CAS_policy_cs_owa -rule: 
"HTTP.REQ.URL.SET_TEXT_MODE(IGNORECASE).CONTAINS(\"/owa\")" -action CAS_action_cs_owa 

 
Answer: A 
 
QUESTION 156 
A Citrix Administrator notices that the NetScaler is sending the IP addresses of all the active 
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services in the DNS response. The administrator can use the set gslb vserver<name> ____ 
parameter to avoid this behavior. (Choose the correct option to complete the sentence.) 
 

A. EDR DISABLED 

B. EDR ENABLED 

C. MIR ENABLED 

D. MIR DISABLED 

 
Answer: C 
 
QUESTION 157 
What is the effect of the set gslb parameter -GSLBSvcStateDelayTime 10 command on the Global 
Server Load Balancing (GSLB) environment, when Metric Excnange Protocol (MEP) is enabled? 
 

A. The Metric Exchange Protocol (MEP) will be marked as DOWN if the GSLB service has been DOWN for 10 
seconds. 

B. The Metric Exchange Protocol (MEP) will be marked as DOWN if the GSLB vServer has been DOWN for 10 
seconds. 

C. The GSLB services will be marked as DOWN, if the Metric Exchange Protocol (MEP) connection has been DOWN 
for 10 seconds. 

D. The GSLB services will be marked as DOWN if the service has been DOWN for 10 seconds. 

 
Answer: C 
 
QUESTION 158 
Scenario: 
An organization has a 'bring your own device' (BYOD) policy, so it is NOT feasible to set up proxy 
settings on each device in the network. They need to implement NetScaler Secure Web Gateway 
to intercept all the traffic to block access to URLs serving harmful/insecure content or the URLs 
that are identified as social networking sites. career, and job search portals. Which proxy mode of 
the Secure Web Gateway should be used in this case? 
 

A. Transparent 

B. Explicit 

C. Advanced 

D. HTTP 

 
Answer: A 
 
QUESTION 159 
A Citrix Administrator needs to match the host name 'www.example.com' in all HTTP requests. 
Which expression, when used, meets this requirement? 
 

A. HTTP.REQ.HOSTNAME.EQ("www.example.com") 

B. HTTP.REQ.HOSTNAME("exarnple.com") 

C. HTTP.RES.HOSTNAME.CONTAINS("www.example.com") 

D. HTTP.RES.HOSTNAME.EQ("www.example.com") 

 
Answer: A 
 
QUESTION 160 
A Citrix Administrator is configuring Unified Gateway with authentication policies. Where should the 
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administrator configure NetScaler Gateway authentication policies? 
 

A. Global level 

B. Unified Gateway level 

C. Content-Switching level 

D. NetScaler Gateway level 

 
Answer: D 
 
QUESTION 161 
Which three statements are true when comparing a Simple Access Control List (ACL) to an 
Extended ACL? (Choose three.) 
 

A. Simple ACLs can be modified. 

B. Extended ACLs have priorities. 

C. Simple ACLs apply first. 

D. Extended ACLs apply first. 

E. Simple ACLs are based on the Source IP address only. 

F. Simple ACLs can bridge traffic. 

G. Simple ACLs can be based on the Source and Destination IP address. 

 
Answer: CDG 
 
QUESTION 162 
A Citrix Administrator has implemented the HTTP Callout. 

 
Which part of the configuration is responsible for triggering the call to HTTP Callout server? 
 

A. -parameters cip(CLIENT.IP.SRC) 

B. sys.http_callout(myCallout1) 

C. urIStemExpr "\"/cgi-bin/check_clnt_from_database.pl\"" 

D. -headers Request("Callout Request") 

 
Answer: C 
 
QUESTION 163 
Scenario: 
A Citrix Administrator is troubleshooting a NetScaler issue. The administrator goes to the command 
line and from the Shell, tails the ns.log to view the log in real time to find the issue. After a few 
minutes, the administrator noticed that the logs stopped scrolling and the issue was missed. How 
can troubleshooting continue using the ns.log? 
 

A. The ns.log needs to be downloaded to the client machine for full viewing. 

B. The ns.log service has stopped and needs to be restarted. 

C. The ns.log is still running. Press 'Enter' and the ns.log will resume. 

D. The ns.log has reached its 100 KB limit. 
Press 'CTRL+C' to stop it from running and issue the command "tail -f ns.log" to resume. 
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Answer: A 
 
QUESTION 164 
A Citrix Administrator has executed the commands in the screenshot on the NetScaler using the 
command-line interface. 

 
Which two replacements will be the outcome of executing these commands? (Choose two.) 
 

A. http:// will be replaced by https:// in the HTTP RESPONSE 

B. https:// will be replaced by http:// in the HTTP RESPONSE 

C. http:// will be replaced by https:// in the HTTP REQUEST 

D. https:// will be replaced by http:// in the HTTP REQUEST 

 
Answer: B 
 
QUESTION 165 
What is the effect of the set cmp parameter -cmpBypassPct 70 command if compression is enabled 
on the NetScafer? 
 

A. Compression will be bypassed if the NetScaler bandwidth consumption is more than 70%. 

B. Compression will be bypassed if the NetScaler CPU load is 70%. 

C. Compression will be bypassed if the NetScaler bandwidth consumption is less than 70%. 

D. Compression will be bypassed if the NetScaler Memory utilization is 70%. 

 
Answer: B 
 
QUESTION 166 
A Citrix Administrator needs to configure the Lights Out Management (LOM) port. Which statement 
is applicable to LOM? 
 

A. LOM is accessed using Command-Line Interface (CLI). 

B. LOM IP address should be in the same subnet as NSIP. 

C. LOM firmware is included in the NetScaler upgrade package. 

D. LOM port can be used to remotely monitor and manage the appliance. 

 
Answer: A 
 
QUESTION 167 
How does the NetScaler communicate that IP-to-MAC address bindings have changed to the 
switches and routers on the network, when a NetScaler high availability (HA) pair failover occurs? 
 

A. The NetScaler uses Gratuitous ARPs (GARPs) to update the devices on the network. 

B. The NetScaler uses MAC-based Forwarding to update the routers. 

C. The NetScaler uses Proxy ARP to update the devices on the network. 

D. The NetScaler uses Reverse ARP (RARP) to update the devices on the network. 

 
Answer: B 
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QUESTION 168 
Scenario: 
A user is attempting to access a web server which is load balanced by the NetScaler using HTTPS. 
The user received the following message: 
SSL/TLS error: You have not chosen to trust "Certificate Authority" the 

issuer of the server's security certificate.  

What can a Citrix Administrator do to prevent users from viewing this message? 
 

A. Ensure that the intermediate Certificate is linked to the Root Certificate. 

B. Ensure that the user has the Server Certificate installed. 

C. Ensure that the user has the Certificate's Public key. 

D. Ensure that the intermediate Certificate is linked to the Server Certificate. 

 
Answer: D 
 
QUESTION 169 
Scenario: 
A Citrix Administrator is running applications on thousands of load-balanced backend servers in a 
large infrastructure. It is difficult to track and troubleshoot problems due to the large volume of traffic 
received. Which feature of NetScaler Management and Analytics System (NetScaler MAS) can the 
administrator configure to monitor and troubleshoot in detail for an environment of this size? 
 

A. AppFlow Analytics 

B. Advanced Analytics with Telemetry Node installed 

C. Application Performance Analytics 

D. Application Security Analytics 

 
Answer: D 
 
QUESTION 170 
After being audited, a Citrix Administrator was notified that additional enhancements should be 
made to one of the virtual servers. Which two options can the administrator take to make the 
additional enhancements? (Choose two.) 
 

A. Enable RC4 cipher suite 

B. Create SHA1 key 

C. Enable TLSv1.2 

D. Disable SSLv3 

 
Answer: ...... 
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